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About T-INNOWARE

COMPANY PROFILE OVERALL ARCHITECTURE

>

Logs, Events, API

) ] ] ) ) Collection Network Packet Broker
T-INNOWARE is a global provider of IT security products and solutions, leveraging Al (span, tap, vtap)
technology to address the increasingly complex security challenges faced by govern-

ment institutions and enterprises. Our Al-driven solutions offer automated network se-

Security Devices and SOC Tools
EDR XDR IAM SIEM Firewall
NDR PT BAS IPS/IDS WAF

curity operations, helping clients build intelligent, efficient, and cost-effective security Detection Traffic Security API Security

Triage Analysis Maﬁg;?rrﬁem

systems.

The founding team is made up of data science and cybersecurity experts, experienced
IT product developers, and international business veterans with over 20 years of experi- Security Al (SAI) On-prem or SAAS

A agents J_seciv 7]
2 =

Task
Auto-Investi- Sec-Consul-
gation Auto-SecOps tancy n Pen-Test Repo "

ence in sectors such as government, finance, education, healthcare, and enterprises.

d Integrated
H Services
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SAIl (Security Al): Your Al Orchestrator in Cybersecurity Operations and
Maintenance

INDUSTRY BACKGROUND Current Challenges SOLUTION FEATURES
v

Cybersecurity threats have been

escalated in complexity.
Massive security alerts Leveraging LLM's capabil- 01 Al Cybersecurity O&M Tasks
Widening capability gap between that generate false ity, SAl turns the impossi- and Tickets Management

attackers and defenders and a alarms overwhelm SOC & & ble trinity into intuitive,
critical talent shortage. teams, causing delays, 0 ;§°’ oé:p Q intelligent and actionable 0&M Solution Plan & Management ~ Automatically make annual work schedules, dispatch tasks, and establish an automated O&M
. . . burnout, and missed ;‘ro ‘?yo reality. task creation process.
Stricter .data privacy and security threats. This inefficiency § %
regulgtlons create tremendous increases operational A4 } ® 0&M Tasks Implementation Automatically create tickets to complete pen-test, assets inspection, incidents investigation,
compliance pressure. costs and reduces overall @ @ and other O&M tasks.
security effectiveness,
Large Language Models (LLMs) y Total Cost 0&M Performance Assessment Automatically generates O&M reports, including number of alerts, key performance metrics

impacting both business
and technical resilience.

bring fresh momentum to the

. and staff efficiency.
cybersecurity industry.

Al Auto-pilot: Automatic Inci-

dent Investigation

Intergrate all SOC tools through
API or syslog

True automatic implementation of
Incident investigation

Al's capability used for alert analy-

Security sis and incident identification
Tools

E

m
SOLUTION OVERVIEW ?{;2
Threat Ransom Network traffic Incident
' Intelligent Identification Defense analysis Investigation
Age“t, Penetration Anti Data risk Emergency
Based on GenAl technology, SAl Application SRS SN Phishing | identificati Plan

Conclusion and disposal suggestions
are provided for incident response

Y matrix 03 Al Co-pilot: 24/7 Cybersecurity -
security operations". It provides a Containment [ Interpretation report Security Operations Detection Testing Intelligence
) ) Agents Code Anti Incident
As a virtual security experts team, Auditing Phishing Investigation

ready-to-use intelligent matrix cov- Large Model Security Gateway
ering identification, protection,

monitoring and response, realizing Tfafﬁ"\’ADgt?Cm” Sec“ﬁy 3e|fe"$e . '?ta‘:/l 0
gf ode ode ecurity ivioael

the efficient and intelligent

. ' Security O Safety Drill
upgrade of security operation and e°;,‘,[;ge| = a,v?o)éef' -
Model

maintenance. base

SAl assists security analysts with

continuous consultation, pen-test- S o i —

q Anq o e ecurity ompliance ecurity

ing, and sensitive data identifica Consulting Hardening Q&A
tion. By automating complex tasks

and providing expert guidance, it

strengthens security posture,

enhan%:es 5 erationalyr:silience Data Security Sensitive Data API Risk Classification &
P ' b Agent Identification Identification Ranking

and enables proactive threat man-

agement without increasing head-

Knowledge Base Role Scenario-based

T-INNOWARE secure large model

ok
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BUSINESS VALUES

.
>
*

SAl autopilot and copi-
lot automates investi-

R
&
Cost Reduction

SAl is security O&M runs
nonstop 24x7x365. It can

/
=
25
T
Stronger Competition

SAl delivers faster and
adaptive defence,

Security Al (SAI) On Cloud

I
0 1
0 1
! 1
! 1
! 1
0 1

I
gation, guides analysts scale and expand without ensuring resilience | Al MSS Platform i
for unmatched security operational headcount and keeping business- i i
resilience, minimizing increases. es ahead of all com- i 24/7 Block & Leak Ransom Al |
financial and reputable petitive security chal- 0 Monitoring Contain el Defense P i
damage. lenges. i i
: :
! 1
! 1
0 1

EXISTING DEPLOYMENT Government Telecom Financial Services Energy and
Agencies Operators / Banking Manufacturing
Alerts Mgmt.
.
Typical Deployment
. Tenant 1 Tenant 2 Tenant N
On-Premises SAI
TSA TSA TSA

RAG, I0A/IOC Natural

Language  Firewallx o Firewallx o Firewallr
Responses SOC Staff .
Natural 8
Language
Commands s | Reomohedr  Rensomoneids ~ Ransomstied
( NPB )
Optional
Traffic | Investigation | ~ Antiphishing* - Antiphishing* - Antiphishing*
Core
Switch Alert Policy/
Dsta | | Commands o Rt
_ T-Innoware Security Suite * optional
Secuey Stack T

Traffic > - @

m m SIEM Endpoint Operations Stack
N
T A © @

Business Stack Email XDR NDR
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API Security Posture Management

BACKGROUND

As crucial channels for transmitting
data, APIs have garnered significant

API assets are agnostic

o]

API risk is unobservable

o]

1

API access is not traceable

What data is exposed by the API

© Identify the exposed surface
of the marking API

Organize the latest API inventory

Behavioral risk

Monitor risks associated with APl @
operation compliance behaviors

Data assets API Safety risk API vulnerability

. i <INz o
aﬂzm'on ffoan a’;t?CkeLS in the dark manageable Audit & VISIBIE Monitor high-risk API attacks ©
an ray inaustries, becoming a : traceabilit PR
gray g + What is the total amount - Does the API have any » Who accessed the sensi- sort through the API inventory U such as injection and
hotspot for data breaches. Mean- D v flaws? s scraping attacks
while, regulations and compliance oA seaurtty flaws? e ATt " Comprehensive traceability
+ What is the status of the - Does the API have any + When to access sensitive for API operations

requirements are becoming increas-
ingly stringent, further highlighting
the urgency of API security issues.
Therefore, organizations urgently
need to attach great importance to

API?

« |s there any correlation

between APIs?

« Is the API sensitive?

security vulnerabilities?

« Is there any risk associat-
ed with the access
behavior?

APIs?

+ Data flow is not trace-

able?

« Violation call is not trace-

How does sensitive data flow

© Identify sensitive data trans-

1
1
I
I
1
1
1
1
I
I
1
1
1
1
I
I
1
1
i
i © Dynamically and in real-time,
1
1
1
I
I
1
1
1
1
I
i
i mitted in the API
|
1
1
1

OWASP TOP10
Record all API behaviors to

support rapid traceability Identify and address the top 10 ©

issues in OWASP API Security

*Is there any risk in data able?
API data security and actively flow? e
explore effective risk mitigation
strategies. . | 4 |

Multi-dimensional API asset
management

Flow visualization

Visual data flow
management

Al-powered

Intelligent security analysis
and protection

« It covers multiple API formats, data
formats, various data tags, API
types, and risk models, and sup-

+ Automatically organize data flow
paths, conduct data flow heat analy-
sis and statistical analysis, and

« Intelligent API security risk discov-
ery capabilities based on LLM, inter-
preting risk characteristics to accu-

PRODUCT INTRODUCTION
N

An intelligent security solution
designed to address the com-
plex API security threats.

01

Making APl assets visible,
assessing hidden risks, detect-
ing risks, and tracing access
behaviors.

02

Monitoring the API data expo-
sure and attack status in real
time, ensuring timely detection
and response to security inci-
dents, and safeguarding data
security and the steady devel-
opment of business.

03

© Automated API identification

© Data exposure analysis

© Generate an API asset inven-
tory

© Evaluate the OWASP API
Security TOP 10

© Rectification suggestions

Data-centric

© Monitor API behavior in real
time

© Find security issues such as
data leaks

© Record the entire process of
accessing sensitive data.

© Track and trace the source
of data leaking.

ports intelligent API asset sorting
and identification.

The API Security Posture Manage-
ment provides enterprises with
comprehensive value ranging from
compliance management to data
security and business innovation. It
assists enterprises in effectively
addressing API security challenges,
promoting stable business develop-
ment, and truly achieving a win-win
situation for both business and
security.

assist in monitoring data flow risks. rately identify potential risks.

Compliance worry free

Data Protection Open Data

Easily handle
regulatory audits

Prevent data leakage
and illegal utilization

Promote secure data
sharing and innovation
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Network Packet Broker

PRODUCT INTRODUCTION

A Network Packet Broker (NPB) is
a hardware and software system
that sits between network infra-
structure with probes and network
monitoring or security tools. The
probes run inlined (SA) or mirrored
(NIF) mode to capture, filter, and
distribute network traffic to the
appropriate tools for building up
use cases.

TECHNICAL VALUE

>

Business Value

Full Traffic Visibility

Centralized monitoring network
and application traffic North-South
/ East-West for performance
optimization and distribution to
downstream tools.

High Scalability

Highly scalable solution with
stackable platform for more than
100+ Gbps throughput. Extend
visibility for virtual, containerized
and cloud workloads.

Single tool for distributing traffic
to existing tools. Reducing over-
head for improving network and
security ops efficiency.

Use Case Flexibility

Flexible use case deployment for
network, security and application
traffic management with down-
stream integration to NPMD,
APMD and SIEM.

Network Insight Fabric (NIF) Security Accelerator (SA)

’ Out-of-band deployment.

|

In-line deployment.

|

mirroring or link splitting.

Supports aggregating and replicating traffic from switch

Enable transparent mode deployment for redirecting link
traffic to in-line tools within the service chain.

’ Support VTAP on virtualization and microservices (K8S, Docker). ‘ ’ Support bypass protection: logical and physical bypass.

| Support L2-L7 traffic filtering.

| | Support L2-L7 traffic orchestration.

Support timestamps and VLAN tagging.

‘ ’ Support TLS/SSL Offloading.

Support traffic optimization such as tunnel stripping, tunnel
termination, and traffic deduplication.

Support tool health detection.

01. Application-aware, which enables identifying thousands of applications and Layer 7 protocol metadata.
02. Netflow generation for further monitoring and troubleshooting.
03. Multiple load balancing strategies to ensure balanced traffic distribution across tools.
04. Support RBAC and Rest API integration.

TYPICAL NETWORK INFRASTRUCTURE

Management
Platform

) Build a bypass resource pool

External
Network NPM IDS APM SIEM DDoS UEBA

Detection
AN
ihh @ (:3

xx N xx
21 X

B &y &

Iq-Une In-Line
___In-Line In-Line

v & E

Anti Anti DPI
. DDoS  Virus FW

LI |
Internal Build Security Service Chain

Network

WAF

IPS NGFW

TYPICAL USE CASES

SVRNORNOR

Network

Network Filter Application Filter Operational Tools

DevOpsINOCISOC
Traffic Monitoring

Net Performance

tion

Net Security
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App Payload |
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Application Group !
I
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App Security

Metadata
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I
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|
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- App Performance
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: Al Platform
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PRODUCT INTRODUCTION

The Network Full Traffic Security
Analysis System (TSA) is a full
traffic analysis product com-
bines hardware and software
seamlessly to meet the needs of
diverse network environments,
including cloud, industrial control
systems, and multi-source, het-
erogeneous network scenarios.

e
S

01

02

03

04

05

Traffic Security Analysis System

24x7x365 real-time collection with single device high-capacity storage.

Traffic analyzer for raw packets (PCAPS).

Advanced Security Detection, Forensics and Investigations.
Flexible behavior rules with optimization capabilities.

Ability to discover unknown threats (zero-day).

Typical Diagram with TSA

Mobile
Office

>
A
_______________ S RO NSRS
Internet Access ' | m—
1

P

‘ Firewall

Intrusion prevention
E User TSA SAl
Console SIEM (@
EDR €

Data Centre

——® |2 =

Threat Detection and Tracing

Ability to detect and trace of threats and
breaches will highly protect against down-
time, financial losses and reputable
damage.

11

Business Values

Asset Impact Assessment Evidence Collection for Incident
Ability to minimize exposure of critical Ensures legally defensible proof for regula-
assets, support risk prioritization and tors, law enforcement, and stakeholders
prevent potential business disruption while post-breach will reduce liability in lawsuit
maintaining, governing and securing busi- and strengthen in recovery.
ness goals.

Traffic Visibility and Forensic

Capture and retain all network traffic, enabling instant access to historical data and precise
forensic analysis for complete communication reconstruction.

Risk Mitigation and Incident Response

a
> Map and analyse event data to validate alerts, measure impacts, and expose hidden vulnerabili-
ties for a stronger, smarter security postures.
= Comprehensive Threat Detection
ﬁ Deliver 24/7 real-time detection and analysis of network traffic. Our advanced visualization
tools reveal assets, expose vulnerabilities, and uncover potential risks with precision.
Use Cases
Advanced threat detection and asset
behavior profiling
. Threat
0-Day Exploits, Detecti
Advanced Trojans R
Phishing Attacks, B 2
Supply Chain Attacks
PB-level storage and second-level
Port Reuse backtracking analysis capabilities

Shadow Assets
Unauthorized Access
Data Theft I
—
Covert Channels,
Injection Attacks
Memory Trojans,

Ransomware T

Attack Landscapes Network Probes

Identification
and Decoding

12
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Network Performance Monitoring and Diagnostics

PRODUCT INTRODUCTION

With NPMD, you don’ t just trou-
bleshoot—you rewind, zoom in,
and dissect every packet, user
action, and performance glitch.

Data Drilldown with Surgical Preci-
sion — Isolate root causes in min-
utes, not days.

Replay & Audit Any Moment — No
guessing. See what happened,
when, and by whom.

Benchmark Performance Over
Time — Prove ROI on upgrades and
stop recurring issues.

PRODUCT HIGHLIGHTS

With 100 Gbps analysis perfor-
mance, NPMD monitors multiple
network adapters simultaneous-
ly, aggregating traffic across
links while smart storage filters
retain only critical data, realizing
Real-time visibility, no blind
spots, and actionable network
insights.

Traffic

Monitoring

Unified DC

- PON
- TAP

Netflow

* Netflow v5/v9
* Netstream
« sflow

Port Mirroring
» Span
* Rspan/eRspan

SDN/Cloud
« Leaf overlay

» Gre tunnel Traffic

+ Agent Traffic

Before network problems

+ Abnormal traffic & service
monitoring & identification analysis
« Service quality & traffic

statistics

Traffic Centralized
Analysis Management
Data Visualization
« Application Topology
Network Traffic Data Pool « Network Topology
« Transaction Data
T ionD
ol . + User Data
0 |]D Packet capture analysis o el B
0 0 0 0 D « Metric Curve
0 Traffic segmentation or —
00 aggregation Feed

Traffic

Monit. Multi-dimensional statistical Data Analysis
0.0 data output + Search query
0op * Trend analysis
0o - + User Analysis
0 ! Fast data mining + Data relationship
* Report
High accurate performance KPI
evaluation
Problem happens After network problems

+ Security detection, attack + Bandwidth planning, perf.

optimization
+ Expert diagnosis « Activity forensic, impact
« Fault locating, root cause evalugtlon '
analysis * Tracing reasons, security
policy

n,
Y
S

TYPICAL USE CASES

Branch Office

8356 Tx
Connections
434ms 99.52%
ICMP Avg. | Total Utilization

154.75 7398 Tx
Mbps | Connections

10.63ms 15.47%

ICMP Avg. | Total Utilization

Office Network Acces:

www.t-innoware.com

High Performance Analysis

analyse 100 Gbps+ network traffic in real-time, identify network performance and application
anomalies, and abnormal network activities.

Tracing

Rapid data mining and traffic analysis, accurately analyze and locate the root causes of
network faults and security events via payload inspection.

Granular Troubleshooting

Replay the original L2-L7 network protocols, reproduce how the faults, anomalies and events
happen, provide direct proofs for network troubleshooting.

Optimized Storage

Rapid data mining and traffic analysis, accurately analyze and locate the root causes of
network faults and security events.

s Production Network Access

11.40 135357 1.08 163274

Gbps Peak Load

Gbps Peak Load Branch & Data Center

8.53ms 40148819 4.33ms 5829465
Time Delay | Total Pkts Time Delay | Total Pkts

Office Network Switch

<@

Production Network Switch

Core Switch

5.18 39982

Ghps Peak Load = External Network

26.46 ms 19231337
Time Delay | Total Pkts

<

Access Swi

Inter
External Firewall External Firewall

3.14 194441
Gbps Peak Load 312 237152 ERE] 195623
Gbps Peak Load Gbps Peak Load
62.49ms | 24080153

: . 6270ms | 24135560 : 6252ms | 24305508
) TimeDelay | Total Pkis Firewall Access Switch
Core Switch J frewal Time Delay | Total Pkts Time Delay | Total Pkts
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